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A SOFTWARE SYSTEM FOR
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S. T. Smith
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Los Alamos National Laboratory
P. O. Box 1663
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ABSTRACT

LAVA (the Los Alamos Yulnerability/Risk Assessment system) is an original systematic
approach to risk assessment developed at the Los Alamos National Laboratory It is an alternative
to existing quantitative methods, providing an approach that is both objective and subjective, and
producing results that are both quantitative and qualitative. LAVA was developed as a tool to help
satisfy federal requirements for periodic vulnerability and risk assessments of a variety of systems
and to satisfy the resulting need for an inexpensive, reusable, automated risk assessment tool
firmly rooted in science. LAV A is a three-part systematic approach to risk assessment that can be
used to model a variety of application systems such as computer security systems, communications
security systems, information security systems, and others. The frst part of LAVA is the mathe-
matical model based on classical risk assessment, hierarchical multilevel system theory, decision
theory, fuzzy possibility theory, expert system theory, utility theory, and cognitive science. The
seccnd part is the implementation of the mathemnatical risk model as a general software engine
executed on a large class of pessonal computers. The third part is the application data sets written
for a specific application system. The user of a LAVA application is not required to have knowl-
edge of formal risk assessment techniques. All the technical expertise and specialized knowledge
are built into the software engine and the application system itself. LAVA application systems,
including the popular computer security application, have been in use by federal government
agencies since 1984; the previous computer security version-LAVA/CIS, Version 1.01 [34]-is
used by over 100 agencies at more than 500 sites.

INTRODUCTION

LAVA (the Los Alamos Yulnerability/Risk Assessment system) is an original systemnatic
approach to risk assessment developed at the Los Alamos National Laboratcry to determine vulner-
abilities and risks inherent in massive, complicated systems. Characteristics of such systems are
huge bodies of imprecise data, indeterminate (and possibly undetected) events, large quantities of
subjective information, and a dearth of objective information. LAVA was developed as a tool to
help satisfy federal requirements for periodic vulncrability and risk assessments of a variety of
systemns and to satisfy the resulting nced for an incxpensive, reusable, automated risk assessment
tool firmly rooted in science [1]. When the LAV A project began in 1983, there was no such tool
[2]; LAVA was designed to fill that gap [3].

[LAVA is an altenative to existing quantitative methods, providing an approach that is both
objective and subjective, and producing results that are both quantitative and qualitative. In addi-
tion, LAV A is used by some agencies as a self-testing aid in preparing for inspections, as a self-
evaluating device in testing compliance with the various orders and criteria that exist, and as a cer-
tification device by an inspection team.



LAVA is a three-part systematic approach to risk assessment that can be used to model a
variety of appiication systems such as computer security systems, communications security sys-
tems, information security systems, and others. The first part of LAVA is the mathematical model
based on classical risk assessment {4,5], hierarchical multilevel systems theory [6,7], decision
theory [8-10], fuzzy possibility theory [11-15], expert system theory [14,15], utility theory
[17,18], and cognitive science [19,20]. (The mathematical mode! has been presented at other tech-
nical meetings [21-23], and generally will not be addressed in depth in this paper.) The second
part is the implementation of the mathematical risk model as a general software engine, an expert
system framework written in a commercially available programming language for a large class of
personal computers. The third part comprises the application data sets w.itten for a specific appli-
cation system, each application system is a knowledge-based expert system. LAVA provides a
framework [24] for creating applicatons upon which the software engine operates; all application-
specific information appears as data.

The user of a LAVA application is not required to have knowledge of forrnal risk assess-
ment techniques. All the technical expertise and specialized knowledge are built into the software
engine and the application system itself. LAV A applications include the popular computer security
application [27-30] and applications for nuclear power plant control rooms [31], embedded sys-
tems, survivability systems, transborder data flow systems [32], and property control systems.
We presently are develnping LAVA applications for nuclear processing plant safeguards systeins
[33] and operations security systems and are discussing the development of a LAVA application
for environment, health, and safety issues. LAVA application systems have been in use by federal
government agencies since 1984, the previous version~-LAVA/CIS, Version 1.01 [34]-is used by
over 100 agencies at more than 500 sites.

LAYA/CIS; THE COMPUTER/INFORMATION SECURITY MODEL

The LAVA system was used to develop a hierarcnical structure and sets of fuzzy analysis
trees for modeling risk assessment for systems associated with computer and information secunity.
Knowledge-based expert systems were built with LAV A to assess risks in application systems
comprising a subject systern and a safeguards systermi. The subject system model is sets of threats,
assets, and undesirable outcomes; because the tireat to security systems is ever-changing, LAVA
includes a dynamic threat analysis {25,26]. The safeguards system macdel has three parts: sets of
safeguards functiuns for protecting the assets from the threats by preventiing or ameliorating the
undesirable outcomes that may hap-.en to the assets, sets of safeguards subfunctions whose per-
formance determine whether the fun. .ion is adequate and complete, and sets of issues, appearing in
the software as interactive questionnaires, whose measures (in both monetary ond linguistic terms)
define both the weaknesses in the safeguards system and the potential costs of an undesirable out-
come occurring as a result of a successful attack against safeguards system weaknesses.

For the computer/information security application model, LAVA/CIS, the set of postulated
assets consists of four categories: (1) the facility, including physical plant and personnel; (2) hard-
ware, including all computing and ancillary pre- and postprocessing hardware; (3) machine-inter-
pretable information, including software, input and output files, and databases; and (4) human-
interpretable information, including documents, screen displays, graphs, charts, film output, and
so forth. The model's threat set consists of three caiegories: (1) natural, random, and environ-
mental hazards; (2) direct or onsite hurauans, including the authorized insider; and (3) indirect or
offsii> humans (but this threat category has not yet been implemented in the software). Figures |
and 2 show the hierarchical structures for the three threat categories with respect to the four asset
categories. Included as the third and fourth levels in these hierarchies, and discussed later in this
paper, are representative safeguards functions and subfunctions associated with each threat-asset
pair. Fig. 3 shows the complete analysis structure for the [direct human threat, software asset]
combination,
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Six undesirable outcomes are considered in the computer/information security model:
(1) unauthorized access or use; (2) damage, modification, or tampering; (3) destruction; (4) theft;
(5) unauthorized disclosure; and (6) denial of use. It is important to note that a single event can
result in the simultaneous occurrence of more than one of the outcomes. Figure 4 shows the out-
come possibility matrix for the threat-asset combinations; a value of zero indicates that the outcome
is impossible for that threat-asset combination, and a value of one means the outcome is possible
for that threat-asset pair; greater granularity can be achieved by assigning values lyirg between zero
and one, indicating varying degrees of possibiiity for the occurrence of each outcome.

The ideal safeguards systemn prevents the threats from attacking the assets and achieving the
postulated outcomes. The safeguards system model consists of a set of safeguards functions for
cach of the distinguishable threat-asset pairs (nine T-A pairs, in this application) in such a way that
the relative importance of each function within the set of functions for each T-A pair is about the
same. Then, for each of the individual safeguards functions, a set of subfunctions provides per-
formance criteria for the adequacy and completeness of that safeguards function; each of the sub-
functions is devised so that the relative importance of each subfunction within a specific function ir
about the same. Again referring to Figs. 1-3, the figures show the safeguards functions and sub-
functior:s for each distinguishable threat-asset pair.
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LLAVA cvaluates the value of the assets to the organization in qualitauve terms. The evalua-
tion takes into account the criticality of the asset to organizational operations, the sensitivity of the
asset to adversarial gain from theft or disclosure, and the necessity for the asser to maintain its
integrity in terms of modification. The user may also specify monetary values for the asset to
maintain its integrity in terms of modification. The user may also specify monetary values for the
assets in any consistent currency system (LAVA's expertise does not extend to currency conver-
sion).

Both government and corporate organizations may be the targets of a variety of hostile
agents [35,36], and the intensity of the threat may change with time and circumstances. The
dynamic threat strength can be analyzed if the subject system is extremely scnsitive to a changing
threat and if the subject organization has access to the kinds of information the analysis requires.
The dynamic threat analysis takes into account possible threat agents and their potential attack goals
with respect to the target(s) of the attack. The dynamic aspects of the natural hazards may or may
not be of interest; these include both random natural hazards. such as volcanic eruptions or
carthquakes, as well as the natural hazards more cyclic in nature, such as hurricanes, tornadoes,
torrential rains, and the like. The human threat agents in each of the human threat categories all act
for different reasons, so they may differ widely in motivation, caPabili(y. and opportunity.
Similarly, the goals of the attacks may vary, but all categories of goz!s may be used vy all cate-
gories of threat agents. Clearly, more than one of the goal categories may be the goal of a single
attack, and a single attack may be perpetrated by more than one category of threat agent. Figure 5
illustrates the dynamic threat analysis structures. A more detailed discussion of the dynamic threat
analysis can be found in References 25 and 26.

The impact analysis measures costs in both qualitative and quantitative terms: LAV A uses
qualitative measures for intangible ~ost sources like loss of reputation or strategic posture, and
quantitative measures for tangibles like repair/replacement costs or litigation costs.
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Loss exposure, or risk, results from a combination of asset value, threat strength, safe-
guards system weakness, and event costs. LAVA calculates both a monetary and a nonmonetary
loss exposure measure for each [threat, asset, safeguards function, outcome, impact] combination.
These loss exposure values can be aggregated in whatever ways are of interest to the user: less
aggregation provides more information for specific decision making, but more aggregation pro-
vides a bottom line for upper management..

EEATURES OF LAYA/CIS VERSION 2.0

The long-awaited new version of the computer and risk assessment application of LAVA,
LA VA/CIS Yersion 2.0, was released for the first time on a limited basis in April 1990. The new
version has a much improved vulnerability assessment section, and has the additions of an asset-
value estimation, a threat-strength estimation, and both monetary and nonmonetary (or intangible)
impact analysis, expanding the LAVA 2.0 software engine :nto a full risk assessment package.
This section discusses what the software is, what its operating requirements are, and how it is dis-
tributed.

' ? The LAVA 2.0 general soft-
ware engine is a compiled, fully self-contained piece of software that runs on the IBM-PC class of
personal computers. No additional software other than MS- or PC-DOS (version 2.0 or greater) is
required to run LAVA 2.0. Minimum required hardware includes 1) 512 K available random-
access memory, 2) a hard disk with about 1 megabyte of available space to store LAVA.EXE and
the permanent application data sets, and 3) a floppy disk drive for the diskette holding the volatile
application data sets. The report generators are compatible with a wide variety of dot-matrix, ink-
jet, and laser printers.



What is pew about LAYA/CIS 2.0? Instead of multiple code segments, LAVA 2.0 is inte-
grated into a single menu-driven program; the menu items are selected with user-friendly light bars.
Like previous versions, LAVA 2.0 applications are completely self-documented. In addition to the
many definition and instruction screens, the LAVA 2.0 software engine now can display specific
definitions selected as needed by the user during the progress of a LAVA assessment.

Besides an updated, much-improved vulnerability assessment (VA) portion, the new ver-
sion includes a consequence analysis (CA) portion, making LAVA 2.0 a full risk assessment soft-
ware system. The CA portion comprises an asset-value estimation, a threat-strength estimation, an
outcome-severity mitigaton estimation, and both monetary and nonmonetary (or intangible) impact
analysis. The interactive vulnerability and consequence analysis questionnaire segments have hot
keys for backing up in the questionnaire and for making a graceful emergency exit from the ques-
tionnaire if necessary. Both the VA and CA sections have independent report generators; the VA
report format is fixed but has user-selectable graphic displays, and the entire CA format can be
tailored by the user. The VA interactive, scoring, and reporting segments can be executed without
doing the CA section. The interactive poruon of the CA can be executed before, after, or at the
same time as the VA; however, the CA scoring and repoiting segments can not be run until after
the VA has been compieted.

[n addition, a set of utility options permits the user to print unanswered questionnaires,
partially answered questionnaires as memory refreshers in mid-assessment, fully-answered ques-
tionnaires at the completion of the VA for documentation purposes, and management worksheets
for issue resolution. Finally, the LAVA 2.0 software engine now has color capabilities for those
who have color monitors.

The data sets for LAVA/CIS Version 2.0 have been modified and expanded over those of
Version 1.01. Some additonal issues have been considered in the VA questionnaires, the secunty-
requirement determination has been modified slightly, the underlying outcome set has been
changed a little, and many of the VA questions have had their wording clarified. The definition
screens have been reorganized so that there is only one definition per screen. All data sets for the
CA portion are new.

All in all, the new LAVA 2.0 software engu is chock full of new features, all designed
with the user in mind. Upgrading to the new computer- and information-security application,
LAVA/CIS Version 2.0, should be very worthwhile!

How does one obtain LAVA/CIS? The Los .Alamos National Laboratory is distributing the
LAVA Software System for Computer and Information Security, LAVA/CIS Version 2.0, free of
charge 10 Government agencies. It is available only to graduates of a LAVA training workshop—
those who have faithfully attended and participated in the workshop. Because the workshops are
an unfunded actvity, there is a fee for the training workshops to recover workshop costs.

LAYA Workshops a1 Los Alamos and elsewhere, The LAVA/CIS Version 2.0 workshops,
usually held at Los Alamos, last a full five days from 8:30 am. to 5:00 p.m. daily. The work-
shops present the LAV A philosophy and mathematical approach to vulnerability and risk assess-
ment, and are hards-on workshops in which the participants complete a real assessment of a real
computer installauon. Attendance at all class sessions is required to graduate and receive the
LAVA/CIS 2.0 software that is distributed to the graduates at the end of the workshop.

The workshops are intended for persons who have the responsibility for vulnerabiiity and
risk assessments in the computer- and information-security area; persons who require training in
physical, technical, informational, and operations security activites; security auditors; and persons
who manage security activities. The instruction staff provides help in how to use LAVA/CIS for
vulnerability and risk assessments, as a training aid, as a preparation for security audits and com-
pliance inspections, as a design tool, and as a decicion aid.



If an agency wishes, the LAVA staff can hold a workshop/assessment at a site specified by
the agency. The basic workshop content would be the same as those held at Los Alamos, but the
agency could have as many participants as desired, and the workshop would produce a valid
assessment of an installation belonging to the agency.

CONCLUSIONS

LAVA/CIS Version 2.0 is a comprehensive, rigorous, understandable approach to com-
puter/information security risk assessment. It is a very affordable alternative to high-priced com-
mercial risk assessment software. It can be used in-house by agency employees, obviating the
need for the expensive services of outside consultants. Its flexibility in the order of execution of its
various parts, in doing a stand-alone vulne: bility assessment or a complete risk assessment, in
doing either only nonmonetary impact analysis or both monetary and nonmonetary impact analysis,
and in tailoring its reports contributes to its ease of use.

In addition, LAVA's capability to assess the dynamic aspects of the threat spectrum makes
it an ideal tool for modelling applications of interest to the intelligence and muilitary communities. It
would also be highly applicable in the business community in situations ripe for industrial
espionage.

Using the LAVA approach for risk assessment has benefits that do not accrue from the use
of other methods. First, the automated report generators produce results that are immediately
usable, both to n.anagers who must make major, far-reaching decisions and to the security per-
sonnel in the field whose job it is to maintain an acceptable level of safeguards. Second, because
LAVA produces both qualitative and quantitative results, users feel more comfortable with the
results because they understand both the results and the information that produced those results.
Third, because LAV A does not require the user to generate probabilities (often unfounded) for its
operation but instead relies on a natural-language user-friendly interface to acquire its data, users
are more willing to act upon its results. Fourth, LAVA includes a way to assess the changing, or
dynamic, aspects of the threat spectrum. And finally, because of the team environment in which an
assessment is per yrmed and the discussions that arise among team members, using a LAVA appli-
caton has prove: to be an experience that both raises the security consciousness of the users and
enhances the overall working environment at the facility.
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